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Predictive maintenance in the Internet of Vehicles forecasts component degradation 
accurately, yet fleet-wide deployment remains limited, since a technically optimal action 
has no value unless it is funded, supplied and lawful. This study aims to develop a reference 
architecture that treats these organisational, supply chain and regulatory constraints as 
a design requirement, after establishing what research and standards already provide. A 
systematic-narrative hybrid review was conducted in line with PRISMA 2020. Searches of four 
databases returned 227 records, reduced to 45 studies through five-stage screening against 
ten eligibility criteria, a seven-item quality appraisal and independent double screening. 
Studies were coded inductively by research problem and then mapped to architectural 
function; seven reference architectures and standards were assessed separately. Research 
concentrates on analytical modelling and data acquisition; only two studies (4%) address 
enterprise, supplier or regulatory integration, and neither applies a computational method. 
None of the seven standards makes the admissibility of a maintenance action evaluable, and 
two of five research questions could not be answered from the evidence. The resulting four-
layer Holistic Compliance Framework adopts established acquisition and analysis functions 
and adds a governing Compliance Layer that expresses admissibility as a constraint function 
over candidate actions, making compliance cost measurable. Organisational and regulatory 
admissibility is an unaddressed architectural requirement in both the literature and the 
standards. The proposed framework is a conceptual, not yet validated, reference model and 
should be treated as a testable hypothesis.

A R T I C L E  I N F O 

Article History:

Received 2026-06-11
Revised 2026-07-30
Accepted 2026-10-18

Keywords:
Connected vehicles; predictive 
maintenance; reference 
architecture; regulatory 
compliance; systematic review

A B S T R A C T

DOI: 10.22034/ijumes.2026.2108963.1423

*Corresponding Author:
Email: amirabadi@iau.ac.ir
Phone: 00989122906897
ORCID: https://orcid.org/0000-0003-1271-7175

Running Title: Compliance-Oriented Reference Architecture For Vehicle Predictive Maintenance

NUMBER OF REFERENCES

69
NUMBER OF FIGURES

05
NUMBER OF TABLES

08

CASE STUDY RESEARCH PAPER

A Compliance-oriented Reference Architecture for Predictive Maintenance in the Inter-
net of Vehicles: Evidence from 45 Studies and Seven Standards

Yasaman Alborz, Amir Amirabadi*, Nasrin Amiri, Mirali Seyyedi, Iman Ahanian

Department of Electrical Engineering, ST.C., Islamic Azad University, Tehran, Iran



385

Alborz et al.

INTRODUCTION
The Internet of Vehicles (IoV) connects vehicles 
to the internet, allowing them to communicate 
and share data with infrastructure, other vehi-
cles, cloud platforms and end users. As vehicles 
become more connected, ensuring reliability 
and reducing downtime becomes increasingly 
important. Predictive maintenance (PdM) plays 
a key role in modern vehicle management, and 
artificial intelligence (AI), particularly through 
deep learning (DL) and machine learning (ML), 
improves its effectiveness. Recent progress in 
data-driven maintenance models has made it 
possible to predict component degradation more 
accurately and with greater lead time, widening 
the range of viable applications (Jain et al., 2022). 
AI-based predictive analytics, by analyzing ex-
tensive operational data, can anticipate potential 
failures and enable proactive intervention (Ersoz 
et al., 2022). This translates into cost savings 
and reduced labor time, and allows mainte-
nance to be scheduled before a fault results in 
vehicle breakdown. These developments have 
supported a wide array of applications in the 
automotive industry, addressing long-standing 
challenges in maintenance modeling (Arena et 
al., 2021). Despite this progress, a structural gap 
persists. The reviewed literature addresses data 
acquisition, analytical modeling and operational 
decision-making largely in isolation from the or-
ganizational context within which maintenance 
decisions must be executed. Maintenance actions 
in real fleets are constrained by enterprise ap-
proval workflows, parts availability, supplier lead 
times, and safety, emissions and data protection 
regulation. A prediction that is technically opti-
mal but organizationally or legally unexecutable 
has no operational value. No reviewed frame-
work formalizes these constraints as an architec-
tural requirement. The paper contributes in three 
ways. Its principal contribution is the Holistic 
Compliance Framework (HCF), a four-layer ref-
erence architecture in which a Compliance Layer 
governs the options available to the operational 
layers below it. The architecture is grounded in 

a systematic-narrative hybrid examination of 
45 studies on IoV PdM and of seven published 
reference architectures and standards, coded 
by research category, computational paradigm 
and architectural function, which is the second 
contribution and the evidence on which the first 
rests. The third is a research agenda in which 
each direction maps to a defined component of 
the architecture. The architecture is specified at 
the conceptual level; empirical validation lies 
outside the scope of this paper and is discussed 
in the subsection on limitations of the proposed 
architecture. The IoV constitutes a networked 
architecture in which vehicles exchange data 
continuously with infrastructure, other vehicles, 
cloud platforms and end users, enabling re-
al-time health monitoring and condition-based 
intervention at scale (Jain et al., 2022). Within 
this architecture, PdM has displaced corrective 
and time-based preventive approaches as the 
dominant maintenance paradigm, enabling 
interventions timed to actual vehicle condition 
instead of fixed schedules (Arena et al., 2021; 
Ersoz et al., 2022). This section reviews the evolu-
tion of maintenance strategies within connected 
vehicle ecosystems, the data infrastructure and 
communication technologies that underpin IoV 
PdM, driver behavior as a predictive signal, and 
the computational approaches applied across the 
reviewed literature.

Evolution of maintenance strategies in connected 
vehicle ecosystems
Vehicle maintenance has progressed through 
three broadly sequential phases, each transition 
driven by advances in sensing, connectivity and 
data processing capability (Giordano et al., 2022). 
Corrective maintenance, in which faults are ad-
dressed only after failure, imposed maximum 
downtime and reactive cost but required no pre-
dictive infrastructure (Poor et al., 2019). Preven-
tive maintenance reduced catastrophic failure 
rates through scheduled, time- or mileage-based 
intervention but introduced unnecessary activity 
where components were replaced well before 



Int. J. Urban Manage. Energy Sustainability, 7(2):384-417, 2026

386

degradation warranted it (Poor et al., 2019). Con-
dition-based maintenance (CBM) marked the 
first data-informed shift, grounding intervention 
decisions in monitored asset state instead of 
elapsed time. Daniyan et al. (2020) document AI 
as the critical enabling technology in this transi-
tion, supporting maintenance organizations from 
initial capability development through to scaled 
deployment. Moleda et al. (2023) corroborate 
this, identifying IoT-driven predictive mainte-
nance as the defining milestone in the shift from 
reactive to anticipatory maintenance practice in 
the power industry, a shift that parallels the one 
now under way in vehicle maintenance.

Vehicle data infrastructure and communication
IoV PdM depends on continuous access to 
structured, high-frequency vehicle data from 
multiple sources. The On-Board Diagnostics II 
(OBD-II) protocol provides standardized access 
to ECU parameters, diagnostic trouble codes and 
emissions data across manufacturers, supporting 
both real-time monitoring and retrospective 
analysis (Datta et al., 2016). The Controller Area 
Network (CAN-Bus) provides the high-speed in-
ternal communication backbone through which 
ECUs governing engine, transmission, braking 
and steering subsystems exchange operational 
data at millisecond resolution (Khan et al., 2022; 
Muhammad et al., 2021). ML and DL models 
operating on OBD-II and CAN-Bus data streams 
have demonstrated consistent capability in 
anomaly identification, degradation tracking and 
failure prediction with sufficient lead time for 
scheduled intervention (Khan et al., 2022; Li et 
al., 2019; Muhammad et al., 2021). The extension 
of this data infrastructure to Vehicle-to-Every-
thing (V2X) communication, spanning V2I, V2V, 
V2P, V2D and V2N domains, broadens both the 
volume and the contextual richness of data avail-
able to prognostic models, incorporating road 
conditions, traffic state and infrastructure health 
alongside in-vehicle signals (Teoh et al., 2023; 
Wang et al., 2020). The heterogeneity this intro-
duces is itself a documented barrier: Agbaje et al. 

(2022) survey interoperability challenges across 
IoV subsystems and identify the absence of com-
mon data models as a persistent constraint, while 
Arooj et al. (2022) characterize the resulting 
big-data processing and storage requirements.

Communication technologies of the internet of ve-
hicles
IoV PdM requires communication architec-
tures supporting high-throughput, low-latency 
data exchange across heterogeneous network 
environments. Four technology domains are 
directly relevant to maintenance system design. 
Vehicular ad-hoc networks (VANETs) provide the 
inter-vehicular and V2I communication proto-
cols through which cooperative data exchange 
between vehicles, roadside units and traffic man-
agement infrastructure is coordinated (Jawhar 
et al., 2013). Cloud computing platforms enable 
fleet-scale data aggregation and model training 
but introduce round-trip latency that constrains 
time-critical maintenance decision-making (Ar-
thurs et al., 2022). Edge and fog computing archi-
tectures address this constraint by distributing 
computation closer to the data source, within the 
vehicle or at roadside units, enabling real-time 
inference without cloud dependency (Teoh et 
al., 2023; Wang et al., 2020). V2R connectivity 
generates auxiliary contextual data relevant to 
fleet-level PdM through incident detection, park-
ing management and dynamic routing functions 
(Moloisane et al., 2017). Across all four domains, 
quality-of-service guarantees remain an unre-
solved constraint on maintenance-critical data 
delivery (Hussain et al., 2019). The deployment 
of 5G networks underpins all four domains by 
providing the bandwidth and sub-millisecond 
latency required as autonomous driving systems 
approach Level 4 and Level 5 capability, at which 
maintenance decisions must be executed at 
substantially higher speed and reliability than 
current network infrastructure supports (Teoh et 
al., 2023; Wang et al., 2020).

Driver behaviour as a predictive factor
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Sensor data alone provides an incomplete basis 
for predictive maintenance modeling. Driving 
style, usage patterns and environmental condi-
tions exert measurable influence on component 
wear trajectories and failure probability, con-
stituting a predictive signal that technical data 
streams do not capture independently (Li et al., 
2019; Nirmali et al., 2017).

Li et al. (2019) demonstrate this through a 
diagnostic and driver monitoring system inte-
grating OBD-II data, smartphone sensing and 
cloud-based complex event processing. The 
system correlates anomalous driving events, 
including abrupt fuel consumption changes and 
coolant temperature fluctuations, with predicted 
sensor failure patterns, establishing an empirical 
link between behavioral inputs and maintenance 
outcomes. Adnan et al. (2018) extend this by 
identifying driver trust in in-vehicle technology 
as a determinant of alert acceptance, establishing 
that human factors influence PdM system effec-
tiveness independently of algorithmic perfor-
mance. These findings jointly establish that ro-
bust IoV PdM modeling requires behavioral data 
integration alongside technical sensor streams 
(Adnan et al., 2018; Li et al., 2019; Nirmali et al., 
2017).

Computational approaches for vehicle predictive 
maintenance
Two principal computational paradigms appear 
across the reviewed literature: machine learning 
and deep learning, applied to tasks including 
fault classification, anomaly detection, remaining 
useful life (RUL) estimation and driver identifica-
tion. ML techniques, including supervised learn-
ing, regression and ensemble methods, are well 
suited to structured vehicle data environments 
where interpretability is required and computa-
tional resources are constrained (Theissler et al., 
2021; Wisesa et al., 2020). Carvalho et al. (2019) 
confirm consistent ML performance across pre-
dictive maintenance tasks in industrial settings, 
with ensemble methods such as random forest 
demonstrating particular robustness to noisy 

sensor data. Theissler et al. (2021) identify scal-
ability and cross-vehicle generalization as the 
primary limitations constraining ML deployment 
in heterogeneous IoV fleets. DL architectures, 
including CNN, RNN, LSTM and their hybrid 
variants, achieve higher predictive performance 
in fault detection, anomaly identification and 
RUL estimation where large labeled datasets are 
available (Serradilla et al., 2022; Zhu et al., 2019). 
Serradilla et al. (2022) provide a comparative 
survey of DL models for PdM, finding that LSTM-
based architectures consistently outperform 
classical ML on time-series vehicle data while 
incurring substantially higher computational 
cost. The integration of DL with edge computing 
enables real-time inference within vehicle sys-
tems, reducing latency and supporting proactive 
intervention at the point of operation (Grover et 
al., 2021; Liu et al., 2019). The selection between 
ML and DL depends on data volume, available 
compute, interpretability requirements and op-
erational context (Butte et al., 2018; Theofilatos 
et al., 2019). Table 1 and Table 2 present a com-
parative assessment of both paradigms across 
four dimensions. Because such comparisons are 
frequently presented without a stated basis, the 
rating procedure is documented here in full. 
Rating scale and operational definitions. Each 
algorithm is rated Low, Medium or High on four 
dimensions, defined as follows.

•Interpretability concerns whether a main-
tenance engineer can trace a prediction to the 
input conditions that produced it. High: the de-
cision rule is directly inspectable and expressible 
in terms of the input variables, so an individual 
prediction can be explained without additional 
tooling. Medium: global behaviour is inspectable, 
for example through feature importance or sup-
port vectors, but individual predictions require 
post-hoc explanation methods. Low: the learned 
representation is distributed across parameters 
and no faithful direct explanation of an individ-
ual prediction is available without external inter-
pretability techniques.

•Scalability concerns behaviour as fleet 
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size, signal count and sampling rate increase. 
High: training and inference cost grows at most 
near-linearly with sample count, and the method 
parallelises across a fleet. Medium: growth is 
super-linear in one dimension but remains trac-
table at fleet scale with engineering effort. Low: 
training or inference cost grows quadratically or 
worse with sample count, or the method requires 
refitting per vehicle.

•Data efficiency concerns the labelled sample 
volume required for stable performance. High: 
usable performance is obtainable from tens to 
hundreds of labelled failure events. Medium: 
thousands of labelled events are required. Low: 
tens of thousands or more, or extensive augmen-
tation, are required, which is a binding constraint 
given that vehicle failures are rare events.

•IoV PdM suitability is a composite judgement 
of the preceding three dimensions weighted by 
the operational characteristics reported in the re-
viewed corpus, namely multivariate time-series 
input, class imbalance, constrained on-vehicle 
compute and the audit requirements described 
in the subsection on existing reference architec-
tures and standards.

Procedure and provenance. The ratings are 
qualitative synthesis judgements assigned by the 
authors from the evidence reported in the studies 
cited in the final column of each table. Each algo-
rithm-dimension pair was rated independently 
by more than one author and then reconciled by 
discussion, with the primary sources consulted 
again wherever the independent ratings dif-
fered. The ratings are not extracted quantitative 
metrics, and they are not benchmark results. 
They cannot be otherwise, because the reviewed 
studies evaluate different algorithms on different 
datasets, components and failure definitions, 
and no common benchmark for IoV PdM exists. 
A rationale column is provided for every row 
so that each rating is traceable to the evidence 
behind it, and the subjectivity of the exercise is 
restated among the limitations in the subsection 
on limitations of the review. Ratings are given as 
words, not symbols, so that they remain readable 
in accessibility contexts and machine-readable 
formats. The assessment informs the algorithm 
positioning within the framework proposed in 
the materials and methods. (Tab. 1 and 2)

Table 1: Comparative assessment of machine learning techniques for IoV PdM applications. Ratings are qualitative synthesis 

judgements assigned by the authors from the cited sources using the operational definitions given above; they are not mea-

sured benchmark values. Type: SV = supervised, USV = unsupervised.

Algorithm Type Interp. Scalab. Data eff.
IoV PdM 

suit.
Rating rationale Key refs

Linear 

regression
SV High High High Low

Coefficients are directly readable 

and fitting is cheap, but the linearity 

assumption fails on the non-station-

ary, multivariate degradation signals 

characteristic of vehicle data

Singh et al., 

2016; Theissler 

et al., 2021

Decision 

trees
SV High Medium High Medium

Rules are inspectable and auditable, 

which suits regulated maintenance 

decisions; single trees are unstable 

under sensor noise, which limits 

standalone deployment

Jha et al., 2021; 

Singh et al., 

2016; Theissler 

et al., 2021
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Random 

forest
SV Medium High Medium High

Ensembling gives the most consis-

tent reported performance on noisy 

vehicle sensor data and parallelises 

across fleets; individual predictions 

require post-hoc attribution

Carvalho et al., 

2019; Kaur & 

Verma, 2026; 

Shafi et al., 

2018; Theissler 

et al., 2021

SVM SV Medium Medium Medium Medium

Effective on the high-dimensional, 

small-sample regimes typical of rare 

failure events; kernel training cost 

grows super-linearly, constraining 

fleet-scale retraining

Bari et al., 2023; 

Chaudhuri, 

2018; Chaud-

huri & Ghosh, 

2021; Theissler 

et al., 2021

Shallow 

neural 

networks

SV/

USV
Low High Low Medium

Flexible function approximation with 

cheap inference, but opaque and 

data-hungry relative to ensembles, 

with no compensating accuracy gain 

reported on tabular vehicle data

Butte et al., 

2018; Jha et al., 

2021; Theissler 

et al., 2021; 

Theofilatos et 

al., 2019

KNN SV Medium Low Medium Medium

Predictions are explainable by 

reference to nearest historical cases, 

which supports engineer trust; 

inference cost grows with the stored 

fleet history

Kaur & Verma, 

2026; Shafi et 

al., 2018; Vasavi 

et al., 2021

PCA USV Medium High High Medium

Cheap and effective for dimension-

ality reduction and residual-based 

anomaly signalling; a preprocessing 

component and not a prognostic 

method in its own right

Carvalho et al., 

2019; Jha et al., 

2021; Singh et 

al., 2016

ARIMA SV High Low High Low

Parameters are interpretable and 

estimation needs little data, but 

per-signal, per-vehicle fitting does 

not scale and the univariate formula-

tion ignores cross-signal dependence

Carvalho et al., 

2019; Prytz, 

2014; Theissler 

et al., 2021

Table 2: Comparative assessment of deep learning techniques for IoV PdM applications. Ratings are qualitative synthesis 

judgements assigned by the authors from the cited sources using the operational definitions given above; they are not mea-

sured benchmark values. Type: SV = supervised, USV = unsupervised.

Algorithm Type Interp. Scalab. Data eff.
IoV PdM 

suit.
Rating rationale Key refs

CNN SV Low High Low High

Strong reported performance on 

transformed sensor representations 

and on CAN-Bus windows, with 

inference cheap enough for edge ex-

ecution; requires large labelled sets 

and offers no native explanation

Apeiranthitis 

et al., 2024; 

Chaudhuri, 

2018; Javed et 

al., 2021; Silva 

& Capretz, 2019



Int. J. Urban Manage. Energy Sustainability, 7(2):384-417, 2026

390

RNN SV Low Medium Low Medium

Captures temporal dependence 

but is superseded in the corpus by 

gated variants; training instability 

on long degradation horizons limits 

practical use

Mezair et al., 

2023; Serradilla 

et al., 2022

LSTM SV Low High Low High

The most consistently reported 

architecture for time-series prog-

nostics in the corpus, including 

lightweight in-vehicle variants; 

training cost and opacity remain the 

principal constraints

Azyus et al., 

2023; Peppes 

et al., 2021; 

Serradilla et al., 

2022; Ullah & 

Kim, 2020

Autoen-

coders
USV Low Medium Medium High

Learns a normal-operation base-

line without failure labels, which 

addresses the label scarcity that 

constrains supervised methods; the 

reconstruction-error threshold is an 

added tuning burden

Serradilla et al., 

2022; Ucar et 

al., 2024

GAN
SV/

USV
Low Medium Low Medium

Useful for augmenting scarce failure 

classes, but training stability and the 

risk of synthetic artefacts entering 

a safety-relevant decision chain are 

unresolved in the corpus

AlGhanem & 

Abdallah, 2024; 

Ucar et al., 2024

Trans-

former 

networks

SV Low High Low Medium

Parallel training and long-range de-

pendence modelling are attractive 

for multi-signal vehicle streams, but 

the corpus contains little IoV-spe-

cific evaluation and on-vehicle 

inference cost is high

Bala & Chhabra, 

2023; Serradilla 

et al., 2022

Existing maintenance reference architectures and 
standards
Any claim that a new architecture is required 
must be assessed against the reference architec-
tures that already exist. Four bodies of prior work 
are relevant. ISO 13374 (International Organiza-
tion for Standardization [ISO], 2003; ISO, 2007) 
defines the reference data-processing architec-
ture for condition monitoring and diagnostics, 
decomposing the processing chain into data 
acquisition, data manipulation, state detection, 
health assessment, prognostic assessment and 
advisory generation. Its open implementation, 
OSA-CBM, published by Machinery Information 

Management Open Systems Alliance [MIMOSA] 
(2014), provides the corresponding interface 
specification and remains the most widely ad-
opted architecture in condition-based mainte-
nance. ISO 14224 (ISO, 2016) complements this 
by standardising the collection and exchange of 
reliability and maintenance data, defining equip-
ment taxonomies and failure-mode vocabularies. 
SAE JA1011 (SAE International, 2009) specifies the 
evaluation criteria for reliability-centred main-
tenance processes and is the principal standard 
governing how maintenance policy decisions 
are justified. Industrial reference architectures 
address the enterprise dimension that ISO 13374 
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leaves open. The Industrial Internet Reference Ar-
chitecture (Industrial Internet Consortium, 2019) 
and RAMI 4.0 (Deutsches Institut für Normung 
[DIN], 2016) both define business, functional, 
information and asset viewpoints, and both 
explicitly model the relationship between oper-
ational systems and enterprise systems. Neither 
is maintenance-specific, and neither translates 
regulatory obligation into an executable con-
straint on individual maintenance actions. Auto-
motive-specific regulation has developed rapidly 
and is directly relevant to a compliance-oriented 
architecture. UNECE Regulations No. 155 and No. 
156 (United Nations Economic Commission for 
Europe [UNECE], 2021a; UNECE, 2021b) make a 
certified cybersecurity management system and 
a software update management system condi-
tions of vehicle type approval in the contracting 
parties, and ISO/SAE 21434 (ISO & SAE Interna-
tional, 2021) specifies the corresponding cyber-
security engineering process for road vehicles. 
ISO 26262 (ISO, 2018) governs functional safety. 
On the data side, the GDPR (European Parliament 
& Council of the European Union, 2016) and 
comparable instruments such as the CCPA (State 
of California, 2018) impose purpose limitation, 
data minimisation and subject-rights obligations 
on the behavioural and location data that IoV 
PdM depends on. The gap this paper addresses 
is therefore narrower and more specific than 
“no framework exists”. ISO 13374 and OSA-CBM 
specify how condition data becomes an advisory 
output but stop at the advisory boundary and say 
nothing about whether the recommended action 
is organisationally executable. IIRA and RAMI 
4.0 model the enterprise relationship but not 
maintenance decisions. The regulatory instru-
ments define obligations but not the architecture 
through which those obligations constrain an 
automated recommendation. The subsection on 
comparison with existing reference architectures 
(Table 8) returns to this comparison in tabular 
form once the HCF has been specified.

Following from the preceding account, the 
aim of the current study is to produce a refer-

ence architecture for predictive maintenance in 
connected vehicle fleets in which the organisa-
tional, supply chain and regulatory dimension 
of maintenance decision-making is treated as a 
design requirement rather than as a matter of 
implementation. Specifying such an architec-
ture responsibly requires two prior questions to 
be settled, since an architecture that duplicates 
what already exists, or that misplaces the gap it 
claims to fill, is of no use: what the present body 
of research on this subject provides, and whether 
the reference architectures already published as 
international standards carry that dimension. 
The study settles both, by evidence that does not 
depend on the architecture, and builds the archi-
tecture on what they establish. Three objectives 
follow. The first is to code the retained corpus by 
research category, computational paradigm and 
architectural function, and to report the result-
ing distribution with a stated counting rule. The 
second is to assess seven published reference ar-
chitectures and standards against the same three 
organisational functions. The third is to specify 
the derived architecture formally enough that a 
conforming implementation can be built and its 
central claim tested. This study was carried out 
at the Department of Electrical Engineering, ST.C, 
Islamic Azad University, Tehran, Iran. The data-
base searches on which it rests were executed 
in [INSERT SEARCH MONTH AND YEAR], and the 
corpus is therefore current to that date.

MATERIALS AND METHODS
The evidence base supporting the HCF was con-
structed through a systematic-narrative hybrid 
literature review, following the methodological 
framework established by Turnbull et al. (2023) 
and the guidelines recommended by Snyder 
(2019). This approach was selected because 
IoV PdM spans multiple disciplines, including 
automotive engineering, computer science, 
data analytics and organizational management, 
and therefore requires both the replicability of 
systematic search and the interpretive depth of 
narrative synthesis. The methodology comprises 



Int. J. Urban Manage. Energy Sustainability, 7(2):384-417, 2026

392

six sequential and interdependent components, 
illustrated in (Fig. 1) and described below. 

Figure 1: The six components of the systematic-narrative hybrid review methodology applied in this study.

Research questions
Five primary research questions with associat-
ed sub-questions were formulated prior to the 
search process to ensure the review remained 
focused on evidence directly relevant to HCF de-
sign; these are listed in Table 3. RQ1 addressed 
current IoV technological capabilities for PdM 
and the specific challenges of integrating IoV 
with PdM systems. RQ2 examined the technical 
and security limitations of existing implemen-
tations and their impact on PdM reliability. RQ3 

investigated the role of ML and DL in advancing 
IoV PdM capabilities. RQ4 explored best practices 
and documented outcomes of IoV PdM in indus-
trial settings. RQ5 addressed future innovation 
directions and the potential for self-maintaining 
systems within the IoV context. Pre-defining re-
search questions prior to search execution is a 
methodological requirement of the systematic 
component, ensuring that inclusion decisions 
are governed by evidential relevance and not by 
post-hoc rationalization (Snyder, 2019). (Tab. 3)

Table 3: Research questions and sub-questions.

Question Sub-questions Description

RQ1: What are the current techno-

logical capabilities of IoV that can be 

leveraged for PdM?

RQ1.1: Integration of IoV with PdM 

systems. RQ1.2: Data processing 

challenges.

Examining the extent to which current 

IoV technologies can be applied to 

PdM and identifying the data analytics 

challenges in this integration.
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RQ2: What are the limitations and 

challenges of current IoV implementa-

tions in the context of PdM?

RQ2.1: Technical limitations affecting 

PdM accuracy. RQ2.2: Impact of securi-

ty concerns on PdM reliability.

Identifying the technical and security 

limitations that currently hinder the 

effectiveness of IoV in PdM.

RQ3: How can machine learning and 

deep learning enhance IoV capabilities 

for PdM?

RQ3.1: Effective ML models for IoV 

data analysis. RQ3.2: Role of DL in 

advancing PdM in IoV.

Investigating the potential of machine 

learning and deep learning to improve 

IoV systems for PdM purposes.

RQ4: What are the best practices for 

implementing IoV-based PdM?

RQ4.1: PdM in the IoV industry. RQ4.2: 

Outcomes of IoV PdM in industrial 

settings.

Exploring successful implementations 

of IoV PdM across industries and 

understanding the reported outcomes 

and best practices.

RQ5: What are the future directions 

and potential innovations for IoV-

based PdM?

RQ5.1: Emerging technologies trans-

forming IoV PdM. RQ5.2: Contribution 

of IoV to self-maintaining systems.

Anticipating the technological trajec-

tory of IoV PdM and the conditions un-

der which autonomous, self-maintain-

ing vehicle systems become feasible.

Justification for the review
The justification for conducting this review 

rests on two gaps in the existing literature. First, 
the absence of focused IoV PdM reviews: existing 
maintenance reviews address vehicle technology 
and connectivity broadly, affording only periph-
eral attention to predictive maintenance specifi-
cally. This dilutes the analytical depth available for 
the distinct technical and operational challenges 
of IoV PdM, including reliability, safety, scalability 
and forecasting with in-vehicle datasets. Second, 
the absence of systematic categorization of key 
performance parameters: the literature lacks 
comprehensive evaluation of predictive model 
accuracy, computational complexity, adaptability 
to new data, integration with IoV infrastructure 
and algorithm interpretability (Tian et al., 2018). 
These gaps collectively establish both the ne-
cessity of this review and the scope constraints 
applied during literature selection.

Search strategy and parameters
Systematic searches were conducted across IEEE 
Xplore, Scopus, the ACM Digital Library and 
Google Scholar using Boolean search strings con-
structed to ensure replicability, as recommended 
by Snyder (2019). The primary search string was:

> (“Internet of Vehicles” OR “IoV” OR “con-
nected vehicle*“) AND (”predictive maintenance” 
OR “PdM” OR “prognostics” OR “remaining useful 

life”) AND (“machine learning” OR “deep learn-
ing” OR “artificial intelligence”)

Search parameters were customized per 
database, with filters applied for publication 
language (English) and document type (peer-re-
viewed journal articles, conference proceedings 
and postgraduate theses). A synonym table was 
maintained throughout to ensure consistent 
terminology handling across databases. Manual 
reference-list searches of selected articles were 
conducted to identify additional sources not cap-
tured by database queries.

Two revisions to the original search protocol 
are noted for transparency. Databases indexing 
biomedical literature were excluded as un-
suitable for this subject domain. Exclusionary 
Boolean operators of the form NOT (“manual 
maintenance” OR “reactive maintenance”) were 
not applied, because such operators remove 
comparative studies that evaluate predictive 
against reactive strategies, which fall within the 
review scope.

Study selection, eligibility criteria and quality ap-
praisal
Reporting follows the PRISMA 2020 statement 
(Page et al., 2021), with the deviations noted be-
low. The staged screening structure follows the 
conventions of systematic review practice as set 
out by Aromataris and Pearson (2014), and the 
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appraisal procedure follows the guidelines for 
evidence-based reviews in computing research 
given by Kitchenham and Charters (2007).

An initial corpus of 227 records was identified. 
Records were processed through five sequential 
stages, each applying a single declared criterion, 
and the full flow with per-stage counts is shown 
in Fig. 2. Stage 1 screened titles and abstracts for 
explicit treatment of IoV, predictive maintenance 
or a related computational technology, carrying 
134 records forward and excluding 93. Stage 2 
checked each surviving record against the five 
research questions and retained the 89 that 
contributed to at least one, excluding 45. Stage 3 
verified the presence of domain-relevant termi-
nology in the full text and retained 74, excluding 
15. Stage 4 assessed methodological applicability, 
specifically whether the method is applicable to 
in-vehicle data and whether its computational 
requirements are feasible in a vehicle or edge 
deployment, retaining 61 and excluding 13. Stage 
5 removed duplicate reports of the same study 
and studies that reproduced the findings of an 
already-included study without adding new ev-
idence, excluding 16. A final corpus of 45 studies 

was retained for detailed synthesis. The 182 re-
cords not carried through remain available from 
the corresponding author.

Reviewer independence. Title and abstract 
screening was performed in two independent 
passes carried out by different authors, and 
agreement between the passes was assessed 
across the full screened set. Disagreements were 
resolved by discussion, and any case that dis-
cussion did not settle was referred to a further 
author who had taken no part in the original de-
cision. Full-text assessment, quality appraisal and 
the coding described in the subsection on coding 
and taxonomy followed the same procedure. 
Where an author had co-authored a candidate 
study, that author was excluded from decisions 
concerning it.

Eligibility criteria. The criteria applied at each 
of the five stages are given in (Tab. 4). They are 
stated operationally so that the screening can 
be repeated: each criterion is expressed as a 
decision that can be made from the record itself, 
and the stage at which it was applied is specified, 
matching the stages shown in (Fig. 2).

Table 4: Inclusion and exclusion criteria, with the screening stage at which each was applied.

# Criterion Type Applied at stage Operational decision rule

C1

Subject matter addresses maintenance, 

prognosis, diagnosis or failure predic-

tion of a physical asset

Inclusion Stage 1
The abstract names a maintenance, fault, 

failure, degradation or RUL task

C2

Application context is a road vehicle, a 

connected vehicle, an IoV deployment, 

or a general PdM method explicitly 

framed as transferable to vehicles

Inclusion Stage 1

The abstract names a vehicle, fleet, auto-

motive or IoV context; general PdM work is 

included only where a vehicle application is 

stated by the authors

C3
A computational method is applied or 

reviewed
Inclusion Stage 1

The record names an ML, DL, statistical or 

analytics method, or is a review of such 

methods

C4
Maintenance strategy is predictive or 

condition-based
Inclusion Stage 2

The study predicts or infers future or latent 

asset state; studies limited to fixed-interval 

or post-failure intervention are excluded

C5

Peer-reviewed journal article, con-

ference paper, or thesis with full text 

available in English

Inclusion Stage 1

Editorials, abstracts without full text, pat-

ents, white papers and marketing material 

are excluded
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C6

Method, data and evaluation are 

described in sufficient detail to be 

assessed

Inclusion Stage 4 Meets the threshold defined in Table 5

E1
Maintenance is corrective or preventive 

only, with no predictive component
Exclusion Stage 3

No inference about future or unobserved 

asset state

E2 Vehicle context is incidental Exclusion Stage 3

The vehicle appears only as an example or 

motivation and no vehicle data, deployment 

or requirement is addressed

E3
Duplicate or substantially overlapping 

report of the same study
Exclusion Stage 5

Same authors, same dataset and same 

results; the fullest version is retained

E4 Full text not retrievable Exclusion Stage 3
Not available through institutional access or 

from the authors

Figure 2: Flow of study selection across the five screening stages. Records identified through database searching: n = 227. Stage 

1, title and abstract screening: 134 retained, 93 excluded. Stage 2, relevance to the research questions: 89 retained, 45 exclud-
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ed. Stage 3, verification of domain-relevant terminology: 74 retained, 15 excluded. Stage 4, methodological assessment: 61 

retained, 13 excluded. Stage 5, duplication and originality check: 45 retained, 16 excluded. Studies included in the synthesis: 

n = 45. Each stage applies the single criterion stated beneath its node, and the criteria correspond to those given in Table 4.

Quality appraisal. The methodological assess-
ment at Stage 4 was carried out with a sev-
en-criterion instrument adapted from Kitch-
enham and Charters (2007) to the IoV PdM 
context, defined in Table 5. Each criterion was 
scored 1 (met), 0.5 (partially met) or 0 (not met), 
for a maximum of 7. The 13 records excluded at 
this stage are those whose reporting was too 

incomplete to be appraised against the instru-
ment, or whose computational requirements 
were judged infeasible for in-vehicle or edge de-
ployment. Appraisal scores were used for exclu-
sion and to weight confidence in the synthesis 
reported in the subsection on evidence synthe-
sis; they are not reported as a quality ranking of 
individual authors' work.

Table 5: Quality appraisal instrument. Per-study scores are given in the supplementary material.

# Appraisal criterion

Q1 Are the research aims or the prediction task clearly stated?

Q2 Is the data source specified, including signal set, sampling rate and provenance?

Q3 Is the dataset characterised, including size, class balance and failure-event count?

Q4 Is the method described in sufficient detail to be reimplemented?

Q5 Is the evaluation protocol appropriate, including a held-out split and metrics suited to imbalanced data?

Q6 Is a baseline or comparator reported?

Q7 Are limitations, threats to validity, or deployment constraints discussed?

Deviations from PRISMA. Two deviations are 
declared. The review protocol was not prospec-
tively registered, registration being uncommon 
in this field. Meta-analytic pooling was not per-
formed, for the reasons given in the subsection 
on information synthesis.

Coding procedure and taxonomy
The taxonomy proposed in this study, shown 
in (Fig. 3), organizes research categories, data 
sources and computational approaches accord-
ing to the HCF layer they primarily address. This 
departs from conventional PdM taxonomies, 
which organize literature by methodology type 
or algorithm family (Serradilla et al., 2022; Zhu 
et al., 2019). The rationale is that the value of any 
PdM technique in an IoV context is determined 
not solely by algorithmic performance but by its 
integration within a compliant, operationally vi-
able architecture.

Coding literature into categories derived 
from the framework that the same literature is 

then used to justify would be circular, and the 
coding procedure was designed in two sepa-
rate stages to avoid this. The distinction matters 
enough to state explicitly.

Stage 1, inductive. The seven research cat-
egories used throughout this paper gener-
al-purpose PdM, IoV PdM, driver identification, 
anomaly detection, vehicle health monitoring, 
connected-car customer experience and RUL 
prediction  were derived by open coding of the 
45 included studies on the basis of their stated 
research problem, before any mapping to the 
framework. These categories are properties of 
the corpus. They are not derived from the HCF, 
they do not presuppose it, and a reader who re-
jects the framework entirely can still use them.

Stage 2, deductive. Each inductive catego-
ry was then mapped to the HCF layer whose 
function it primarily serves. This stage is frame-
work-dependent by construction and is report-
ed as such.

The distribution reported in the subsection 
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on quantitative findings is a Stage 1 result. That 
two of 45 studies address business integration, 
supply chain coordination or regulatory align-
ment is an observation about the corpus, ob-
tained from the inductive categories, and it does 
not depend on accepting the HCF: whatever 
architecture one prefers, the compliance-facing 
topics are represented by two descriptive stud-
ies (Marengoni & Montenero, 2023; Scherpen et 
al., 2018) and by no computational work.

One further check was applied so that the 
gap claim does not rest on the taxonomy at all. 
The reference architectures and standards ex-
amined in the subsection on existing reference 
architectures and standards were assessed di-
rectly against the three compliance functions, 
by reading the stated scope of each instrument 
rather than by applying the coding scheme, and 
the result is reported in Table 8. That check does 
not depend on the taxonomy used here, and it 
agrees with the coded distribution: the com-
pliance functions are unaddressed in the pub-
lished standards for the same reason they are 
unaddressed in the reviewed corpus. The resid-
ual circularity that cannot be eliminated is the 
layer mapping in Stage 2, and it is acknowledged 
among the limitations in the subsection on lim-
itations of the review. The framework organises 
how the gap is described; the existence of the 
gap is established independently of it.

At the Data Layer, the taxonomy captures re-
search addressing vehicle data sources, sensor 
network architectures, communication protocols 
and driver behavior data acquisition. Studies in 
the driver identification category (n = 9) map 
primarily to this layer, as their contribution lies in 
enriching the behavioral data substrate available 
for prognostic modeling (Abdennour et al., 2021; 
Khan et al., 2022; Li et al., 2019; Martinelli et al., 
2020; Peppes et al., 2021; Ullah & Kim, 2020).
At the Analysis Layer, the taxonomy organizes 
research by computational paradigm, comprising 
supervised ML, unsupervised ML, deep learning 
and hybrid approaches, and by analytical task, 

comprising fault detection, anomaly identifica-
tion, RUL estimation and behavioral pattern rec-
ognition. IoV PdM studies (n = 12), general PdM 
studies (n = 10) and RUL prediction studies (n = 2) 
map to this layer (AlGhanem & Abdallah, 2024; 
Azyus et al., 2023; Bala & Chhabra, 2023; Chaud-
huri & Ghosh, 2021; Chen et al., 2018; Mezair et 
al., 2023; Serradilla et al., 2022; Zhang & Letaief, 
2020).

At the Action Layer, the taxonomy captures 
research addressing decision support systems, 
vehicle health monitoring, anomaly-triggered 
maintenance scheduling and fleet resource opti-
mization. Vehicle health monitoring (n = 4) and 
anomaly detection (n = 6) studies map primarily 
here (Bari et al., 2023; Javed et al., 2021; Kaur & 
Verma, 2026; Shafi et al., 2018; Vasavi et al., 2021).

At the Compliance Layer, the taxonomy 
captures research addressing business system 
integration, customer experience management 
and regulatory alignment. Connected-car CX 
studies (n = 2) are the only mapped category 
(Marengoni & Montenero, 2023; Scherpen et al., 
2018). The limited volume of literature at this 
layer is a substantive finding in itself, indicating 
that the compliance dimension of IoV PdM re-
mains structurally underaddressed in the current 
research corpus, which is the gap this framework 
is built to close.

Narrative elements
The narrative component of the hybrid meth-
odology provides the interpretive depth that 
systematic search alone cannot deliver. Following 
Rother (2007), the narrative review explored the 
historical development and evolution of IoV PdM, 
contextualizing current methodologies within a 
trajectory of technological change. It also exam-
ined the challenges and opportunities inherent 
in implementing predictive maintenance within 
IoV ecosystems, encompassing technological, 
logistical and organizational dimensions that 
systematic coding captures only partially. The 
narrative synthesis was conducted in parallel 
with systematic data extraction, with narrative 
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Figure 3: IoV predictive maintenance taxonomy structured according to the four architectural layers. Branch categories and 

sub-elements are derived from the coding of the 45 reviewed studies. Data and decisions flow upward; compliance con-

straints propagate downward across all layers.

insights used to contextualize the coded patterns, 
not to substitute for them.

Information synthesis
Qualitative synthesis followed a content analysis 
approach in which findings from the 45 reviewed 
studies were categorized into emergent themes 
aligned with the four HCF layers defined in the 

subsection presenting the proposed architecture. 
Following the Gioia methodology as described 
by Magnani and Gioia (2023), grounded theory 
principles were applied to construct framework 
design insights from patterns observed across the 
literature, so that the HCF architecture follows 
from evidence in the corpus and not from a priori 
assumptions. Where studies reported quantita-
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tive performance measures, including accuracy, 
false positive rate, downtime reduction or com-
putational cost, these were extracted during 
coding; the reviewed corpus was found to be too 
heterogeneous in datasets, target components 

and evaluation protocols to support meta-analyt-
ic pooling, and no pooled performance estimate 
is therefore reported. The full study summaries 
resulting from this synthesis are presented in 
(Tab. 6).

Table 6: Summary of reviewed studies (n = 45), organized by research category, algorithm type and HCF layer.

Case / 

category

Algorithm 

type
Specific algorithm(s) Key output / finding HCF layer Ref.

PdM, gener-

al purpose
ML

Various PdM tech-

niques

Maintenance planning framework 

for transportation systems
Analysis Ersoz et al., 2022

PdM, gener-

al purpose
—

Maintenance strategy 

review

Historical review of maintenance 

strategies from breakdown to 

predictive

Analysis Poor et al., 2019

PdM, gener-

al purpose
ML

Machine learning 

(general)

Systematic review of PdM methods 

and vehicle health diagnosis
Analysis Jain et al., 2022

PdM, gener-

al purpose
Mixed Various PdM systems

Comparative survey of PdM systems, 

purposes and approaches
Analysis Zhu et al., 2019

PdM, gener-

al purpose
ML ML and reasoning

Identification of relevant frame-

works, architectures and tools for 

PdM in Industry 4.0

Analysis
Dalzochio et al., 

2020

PdM, gener-

al purpose
DL

CNN (1-D to image 

transformation)

CNN framework for asset PdM using 

transformed sensor data represen-

tations

Analysis
Silva & Capretz, 

2019

PdM, gener-

al purpose
DL

Deep adversarial 

learning

PdM method based on adversarial 

learning for intelligent manufac-

turing

Analysis Ucar et al., 2024

PdM, gener-

al purpose
Mixed

Various (combat 

vehicles, ships)

PdM applied to military assets 

across heterogeneous platforms
Analysis

Dalzochio et al., 

2023

PdM, gener-

al purpose
DL

CNN, RNN, LSTM, 

autoencoders

Comparative survey of DL models for 

PdM, with challenges and prospects
Analysis

Serradilla et al., 

2022

PdM, gener-

al purpose
DL

Deep learning (gen-

eral)

Sensor-based PdM using deep learn-

ing, with electrochemical sensor 

outlook

Analysis
Namuduri et al., 

2020

Driver iden-

tification
ML

Machine learning 

(CAN-Bus)

Driver identification from CAN-Bus 

sensor data using ML algorithms
Data Khan et al., 2022

Driver iden-

tification
DL RCN

Driver identification from CAN-Bus 

data through an RCN architecture
Data

Abdennour et al., 

2021

Driver iden-

tification
ML

Machine learning 

(driving data)

Driver identification using ML with 

driving behavior information
Data Li et al., 2019

Driver iden-

tification
DL CNN, LSTM

Lightweight driver behavior identifi-

cation from in-vehicle CAN-Bus data
Data Ullah & Kim, 2020
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Driver iden-

tification
Mixed

Comparative ML 

and DL

Review of driving behavior analysis 

methods on continuous vehicular 

data streams

Data Peppes et al., 2021

Driver iden-

tification
ML

Ten ML algorithms 

(comparative)

Comparative assessment of ML 

algorithms for driver detection via 

CAN bus

Data
Martinelli et al., 

2020

Driver iden-

tification
DL LSTM (optimized)

Optimized LSTM framework for 

driving behavior identification with 

feature selection

Data Zhang et al., 2019

Driver iden-

tification
DL CNN

Real-time driver identification from 

vehicular sensor data
Data Li, 2021

Driver iden-

tification
DL

CNN (feature ex-

traction)

Driver identification from hidden 

features extracted from driving data
Data Chen et al., 2018

Anomaly 

detection, 

vehicles

ML
SVM, decision tree, 

KNN

Intrusion and fault detection on the 

CAN bus: comparative performance 

study

Action Bari et al., 2023

Anomaly 

detection, 

vehicles

ML
Genetic program-

ming decision trees

In-vehicle detection of targeted 

CAN-bus attacks
Action Fenzl et al., 2021

Anomaly 

detection, 

vehicles

Mixed
Snapshot-stacked 

ensemble (DL + ML)

Vehicle breakdown prediction for re-

source allocation and cost reduction
Action

Khoshkangini et 

al., 2023

Anomaly 

detection, 

vehicles

DL

MSALSTM-CNN 

(multi-stage atten-

tion)

Anomaly detection in automated 

vehicles via multi-stage attention
Action Javed et al., 2021

Anomaly 

detection, 

vehicles

DL LSTM, autoencoder

Systematic survey of DL-based 

in-vehicle network intrusion detec-

tion

Action Luo et al., 2023

Anomaly 

detection, 

vehicles

DL
CNN (adaptive learn-

ing rate)

Fault detection in rotating parts us-

ing CNN with adaptive hierarchical 

algorithm

Action
Apeiranthitis et 

al., 2024

Vehicle 

health 

monitoring

ML K-nearest neighbors

PdM and component-level vehicle 

health diagnosis with edge com-

puting

Action Vasavi et al., 2021

Vehicle 

health 

monitoring

ML
Decision tree, SVM, 

KNN, random forest

Remote vehicle health monitoring 

and prognostic maintenance system
Action Shafi et al., 2018

Vehicle 

health 

monitoring

ML

SVM, decision tree, 

ensemble, KNN, ANN, 

random forest

Integrated emergency health moni-

toring and alert generation for IoV
Action

Kaur & Verma, 

2026

Vehicle 

health 

monitoring

DL Deep neural network
Structural health diagnosis and 

prognosis using machine learning
Action Bao & Li, 2021
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Connect-

ed-car 

customer 

experience

Other Data analytics
Evaluation of PdM benefits and data 

validity challenges in connected cars

Compli-

ance

Marengoni & 

Montenero, 2023

Connect-

ed-car 

customer 

experience

Other
CX analytics frame-

work

Customer experience management 

strategy for automotive loyalty

Compli-

ance

Scherpen et al., 

2018

IoV PdM ML K-nearest neighbors
IoT-based PdM approach for con-

nected car maintenance
Analysis

Solanki & Dhall, 

2017

IoV PdM ML Random forest
5G NB-IoT implementation for pre-

dictive car maintenance
Analysis Kullerkupp, 2021

IoV PdM ML
Hierarchical modified 

fuzzy SVM

ML-based PdM for industrial IoT 

vehicle fleets
Analysis Chaudhuri, 2018

IoV PdM DL
GA-optimized neural 

network

Rear-end collision prediction via 

deep learning in IoV
Analysis Chen et al., 2018

IoV PdM Mixed
Edge intelligence 

architectures

Mobile edge intelligence and com-

puting framework for IoV
Analysis

Zhang & Letaief, 

2020

IoV PdM DL
CNN, RBM, deep be-

lief networks, GAN

Combination of AI and IoT for 

real-time vehicle monitoring and 

operation

Analysis
AlGhanem & 

Abdallah, 2024

IoV PdM DL
CNN, graph CNN, 

LSTM

Advanced DL frameworks for con-

nected vehicle applications
Analysis Mezair et al., 2023

IoV PdM DL
Deep and reinforce-

ment learning

Review of current IoV issues and 

future trends in DL/RL applications
Analysis

Elmoiz Alatabani 

et al., 2022

IoV PdM ML
Machine learning 

(automotive)

ML subfields, use cases and chal-

lenges for automotive PdM
Analysis

Theissler et al., 

2021

IoV PdM DL Federated learning
Role of federated learning in IoV for 

privacy, scalability and availability
Analysis

Bala & Chhabra, 

2023

IoV PdM DL Federated learning
Federated learning-based PdM for 

vehicles with enhanced data privacy
Analysis Singh, 2021

IoV PdM ML
Hierarchical modified 

fuzzy SVM

PdM of vehicle fleets on industrial 

IoT datasets
Analysis

Chaudhuri & 

Ghosh, 2021

RUL predic-

tion
Mixed

CNN-GRU vs GRU 

(comparative)

CNN-GRU outperforms GRU for RUL 

prediction in maintenance deci-

sion-making

Analysis Azyus et al., 2023

RUL predic-

tion
ML

Support vector 

machine

RUL prognostics for vehicle lithi-

um-ion batteries using data-driven 

methods

Analysis Wu et al., 2016

RESULTS AND DISCUSSION
This section reports what the examination of the 
field established, and then the architecture built 
on it. Four stages are presented in order. The cod-

ing of the 45 studies comes first, as a quantitative 
distribution across research categories, compu-
tational paradigms and architectural function. 
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The five research questions are then answered 
against that evidence base, with convergent and 
divergent findings separated and a confidence 
grade attached to each answer. The implemen-
tation challenges that recur across the corpus 
are synthesised third. The architecture follows, 
and it follows here because its specification is 
determined by the three preceding stages: the 
distribution fixes which architectural functions 
are already well served and which are not, the 
evidence synthesis fixes what each layer must be 
capable of, and the implementation challenges 
fix what no architecture of this kind can resolve. 
The remaining subsections compare the architec-
ture against the published standards examined 
earlier, restate the gaps in the light of both, and 
set out the research directions that follow.

Quantitative findings
Counting rules. All percentages in this section 
use n = 45 as the denominator, corresponding 
to the 45 included studies listed in (Tab. 6), and 
each study contributes exactly one count to each 
of the three classifications below. Where a study 
addressed more than one topic, it was assigned 
to the category matching its stated primary 
research problem, so categories are mutually ex-
clusive and sum to 45; no study is double-count-
ed and no percentage sums to more than 100. 
Percentages are rounded to the nearest whole 
number, so column totals may differ from 100 
by one point. Algorithm type was assigned from 
the method the study evaluates: Mixed denotes 
a study that compares ML and DL approaches or 
combines them in a single model, and non-algo-
rithmic denotes analytics or review contributions 
that evaluate no model. Layer assignment follows 
the Stage 2 deductive mapping described in the 
subsection on coding and taxonomy. Every count 
below is reproducible by tallying the correspond-
ing column of Table 6. Systematic coding of the 
45 reviewed studies across the seven taxonomy 
categories reveals a concentration of research 
activity in two domains. IoV PdM constitutes the 
largest category (n = 12, 27%), followed by gener-

al-purpose PdM (n = 10, 22%), together account-
ing for approximately half the corpus. Driver 
identification (n = 9, 20%) and anomaly detection 
(n = 6, 13%) represent the next most active areas, 
while vehicle health monitoring (n = 4, 9%), RUL 
prediction (n = 2, 4%) and connected-car custom-
er experience (n = 2, 4%) receive comparatively 
limited attention. The full distribution is shown 
in (Fig. 4). By computational paradigm, deep 
learning accounts for 19 of the 45 studies (42%), 
classical machine learning for 17 (38%), mixed 
or comparative approaches for 6 (13%), and 
non-algorithmic contributions for 3 (7%); these 
four counts sum to 45. By architectural layer the 
distribution is uneven: 24 studies (53%) map to 
the Analysis Layer, being the 12 IoV PdM, 10 gen-
eral-purpose PdM and 2 RUL studies; 10 (22%) to 
the Action Layer, being the 6 anomaly detection 
and 4 vehicle health monitoring studies; 9 (20%) 
to the Data Layer, all driver identification; and 2 
(4%) to the Compliance Layer, both connected-car 
CX studies. These four counts sum to 45.

Figure 4: Distribution of the 45 reviewed studies by research 

category, with the share of the corpus and the architectural 

layer to which each category was mapped. Categories are 

mutually exclusive and sum to 45; layer assignment follows 

the deductive stage of the coding procedure.

(Fig. 5) cross-tabulates the same corpus on two 
dimensions at once, computational paradigm 
against architectural layer, with cell shading 
proportional to study count. This makes two 
patterns explicit that the category view in (Fig.  
4) cannot show. First, the column totals show re-
search activity concentrated at the Analysis Lay-
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er (24 studies), with the Data and Action Layers 
receiving moderate attention (9 and 10) and the 
Compliance Layer reaching 2. Second, the Com-
pliance column is empty for every algorithmic 
row: deep learning, classical machine learning 
and mixed approaches each return zero studies 
there, and the only two entries in that column 
are non-algorithmic. The most capable methods 
are therefore not reaching the dimension of IoV 
PdM where deployment is actually blocked. The 
two studies at the Compliance Layer employ 
neither ML nor DL methods. This concentration 
pattern directly informs the architectural prior-
ities discussed in the subsection on algorithm 
selection.

Figure 5: Distribution of the 45 reviewed studies by compu-

tational paradigm against architectural layer. Cell shading is 

proportional to study count; row and column totals are giv-

en at the margins. Each study contributes exactly one count, 

so the cells sum to 45.

First research question: current technological capa-
bilities

RQ1.1, integration of IoV with PdM systems. The 
corpus converges on the conclusion that end-
to-end integration is technically solved for 
the single-operator, single-platform case. Five 
studies (Chaudhuri, 2018; Kaur & Verma, 2026; 
Kullerkupp, 2021; Solanki & Dhall, 2017; Vasa-
vi et al., 2021) report working pipelines from 
in-vehicle acquisition through remote inference 
to a maintenance output, using unrelated con-
nectivity stacks and unrelated model families, 
which makes the convergence informative rather 
than an artefact of shared method. The evidence 

diverges on where inference should execute: cel-
lular back-haul to a central service is assumed in 
(Kullerkupp, 2021; Solanki & Dhall, 2017), while 
Vasavi et al. (2021) and Zhang and Letaief (2020) 
treat central inference as unviable at latency-sen-
sitive decision points and place computation at 
the edge. This is a genuine disagreement about 
architecture, not a difference in emphasis, and it 
remains unresolved because no included study 
evaluates both placements on the same work-
load. Confidence: moderate for feasibility, low 
for generality. Conclusion: IoV PdM integration 
is demonstrated, but every demonstration in the 
corpus is single-operator and single-platform, so 
the capability claim cannot be extended to het-
erogeneous fleets; this is the same boundary that 
Theissler et al. (2021) and Killeen et al. (2019) 
identify from the opposite direction.

RQ1.2, data processing challenges. Three challeng-
es recur with high consistency. Representation 
is the first: raw one-dimensional sensor streams 
underperform until transformed, whether into 
image-like representations for convolutional 
processing (Silva & Capretz, 2019), windowed se-
quences for recurrent models (Peppes et al., 2021; 
Ullah & Kim, 2020), or reduced feature spaces 
(Jha et al., 2021; Singh et al., 2016). Latency is the 
second, and is treated as an architectural rather 
than an algorithmic problem across (Grover et 
al., 2021; Liu et al., 2019; Zhang & Letaief, 2020). 
Heterogeneity is the third: format and semantic 
variation across manufacturers is documented as 
a first-order obstacle in (Agbaje et al., 2022; Arooj 
et al., 2022; Datta et al., 2016). The evidence does 
not diverge on the existence of these challenges. 
It diverges on their relative severity, and the di-
vergence tracks the deployment context of each 
study, with edge-oriented work ranking latency 
first and fleet-oriented work ranking heteroge-
neity first. Confidence: high for the identification 
of the three challenges, low for their relative 
weighting. Conclusion: data processing capabil-
ity is bounded by normalisation and transport, 
not by model capacity, which is the finding that 
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motivates placing acquisition and quality flag-
ging in a distinct architectural layer.

Second research question: limitations and challeng-
es

RQ2.1, technical limitations affecting PdM accuracy. 
Two limitations are reported consistently and in-
dependently. Label scarcity and class imbalance, 
arising because failures are rare in operational 
fleets, are identified in (Carvalho et al., 2019; 
Khoshkangini et al., 2023; Theissler et al., 2021; 
Ucar et al., 2024) and are the stated motivation 
for the unsupervised and generative approach-
es in (Serradilla et al., 2022; Ucar et al., 2024). 
Cross-platform generalisation failure is reported 
in (Killeen et al., 2019; Peppes et al., 2021; The-
issler et al., 2021), with models trained on one 
vehicle platform degrading on another without 
substantial retraining. The evidence diverges on 
whether deep architectures mitigate or aggra-
vate these limitations: Serradilla et al. (2022) 
report accuracy gains from LSTM architectures 
on time-series vehicle data, while Theissler et al. 
(2021) and Ucar et al. (2024) treat the additional 
data appetite of such models as a net cost under 
scarcity. Both positions are defensible on the 
evidence presented, because the studies evaluate 
different data volumes. Confidence: high for the 
existence of both limitations, low for their quan-
titative magnitude in operational conditions. 
Conclusion: the corpus establishes that accuracy 
claims obtained on curated datasets do not trans-
fer, but does not quantify the shortfall; the field 
measurement called for by Tian et al. (2018) has 
not been performed for IoV PdM.

RQ2.2, impact of security concerns on PdM reli-
ability. The corpus converges on two findings. 
First, the in-vehicle network is attackable in 
ways that directly corrupt the prognostic input: 
CAN-Bus injection and masquerade attacks are 
demonstrated and detected in (Bari et al., 2023; 
Fenzl et al., 2021; Luo et al., 2023), and the wider 
IoV attack surface is characterised in (Abu Talib 

et al., 2018; Karim et al., 2022). Second, the prin-
cipal privacy mitigation proposed in the corpus, 
federated learning (Bala & Chhabra, 2023; Singh, 
2021), addresses confidentiality during training 
and does not touch transmission integrity at 
inference time. The evidence does not diverge; 
rather, it stops. No included study measures 
predictive maintenance performance under 
adversarial or corrupted input, and none reports 
the downstream consequence of a compromised 
signal for a maintenance decision. Confidence: 
high that the vulnerability exists, none for its 
effect on PdM reliability, because the measure-
ment has not been made. Conclusion: RQ2.2 
cannot be answered from the current literature. 
This is a substantive negative result and it directly 
motivates the integrity requirements specified in 
Table 7 and the limitation acknowledged in the 
subsection on limitations of the proposed archi-
tecture.

Third research question: contribution of learning 
methods

RQ3.1, effective ML models for IoV data analysis. 
Ensemble methods are the most consistent per-
formers across the corpus, with random forest 
reported as robust to sensor noise in (Carvalho 
et al., 2019; Kaur & Verma, 2026; Shafi et al., 
2018), and this convergence holds across indus-
trial and vehicle contexts. Instance-based and 
kernel methods occupy identifiable niches: KNN 
where the training set is small and explanation 
by analogy is valued (Vasavi et al., 2021), and 
SVM variants where dimensionality is high and 
failure events are few (Chaudhuri, 2018; Chaud-
huri & Ghosh, 2021). Reported accuracies cannot 
be compared across studies, because datasets, 
target components and failure definitions differ, 
and this incomparability is itself a finding rather 
than an inconvenience. Confidence: moderate. 
Conclusion: model family selection in the re-
viewed work is driven by operating constraints 
rather than by measured superiority, which is the 
empirical basis for specifying the Analysis Layer 
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as algorithm-agnostic.

RQ3.2, role of DL in advancing PdM in IoV. Recur-
rent architectures, principally LSTM and its gated 
variants, dominate temporal prognostic tasks 
(Azyus et al., 2023; Peppes et al., 2021; Serradilla 
et al., 2022; Ullah & Kim, 2020), and convolution-
al architectures dominate where the input has 
been transformed into a spatial representation 
(Apeiranthitis et al., 2024; Javed et al., 2021; Silva 
& Capretz, 2019). Serradilla et al. (2022) provide 
the only systematic comparison in the corpus 
and report an accuracy advantage over classical 
ML on time-series data at substantially higher 
computational cost. The evidence diverges on 
deployability: Ullah and Kim (2020) demonstrate 
that a sparsified network runs within in-vehicle 
constraints, whereas Grover et al. (2021) and Liu 
et al. (2019) treat available on-vehicle compute as 
the binding limit. Confidence: moderate to high 
for accuracy gains on time-series tasks, low for 
in-vehicle deployability. Conclusion: deep learn-
ing improves prediction where labelled data and 
compute are available, and neither condition 
holds by default in an operational fleet; this 
trade-off, not a ranking of architectures, is what 
the framework must accommodate.

Fourth research question: implementation practice

RQ4.1 and RQ4.2 are treated together, because the 
evidence base does not support separating them. 
Three included studies report implementation in 
an industrial or commercial setting (Chaudhuri, 
2018; Chaudhuri & Ghosh, 2021; Kullerkupp, 
2021), and one reports fleet-scale breakdown 
prediction in an operational context (Khosh-
kangini et al., 2023). Across these, one practice 
recurs: predictive output is coupled to a sched-
uling or resource-allocation decision rather than 
delivered as an alert. Beyond this, no practice is 
reported by more than one study. The studies 
report incompatible outcome measures — com-
munication performance in (Kullerkupp, 2021), 
classification accuracy in (Chaudhuri, 2018; 

Chaudhuri & Ghosh, 2021), resource-allocation 
gain in (Khoshkangini et al., 2023) — and none 
reports cost, downtime or availability against a 
documented pre-deployment baseline. There 
is accordingly no divergence to assess, because 
there is no shared measure on which the stud-
ies could disagree. Confidence: low. Conclusion: 
RQ4 cannot be answered with confidence from 
the current corpus. Statements about industrial 
outcomes for IoV PdM in the reviewed literature 
are single-study claims and should not be ag-
gregated. The absence of comparable outcome 
measurement is reported here as a finding, and 
it is the reason the economic evaluation gap is 
carried into the subsection on comparison with 
existing architectures.

Fifth research question: future directions

RQ5.1, emerging technologies. Three technology 
directions recur: distributed learning across 
fleets (Bala & Chhabra, 2023; Singh, 2021); the 
integration of AI with IoT sensing for continuous 
monitoring (AlGhanem & Abdallah, 2024; Elmoiz 
Alatabani et al., 2022); and edge intelligence as 
the execution substrate (Grover et al., 2021; Liu 
et al., 2019; Zhang & Letaief, 2020). These are 
complementary rather than competing, and the 
studies do not disagree about them. The corpus 
is, however, uniformly forward-looking on these 
points: the claims are projections, not results. 
Confidence: low, and low for the reason that the 
evidence is anticipatory by nature. Conclusion: 
the direction of travel is consistent across the cor-
pus; the supporting evidence is not yet empirical.

RQ5.2, contribution to self-maintaining systems. 
Two studies (Bala & Chhabra, 2023; Zhang & 
Letaief, 2020) argue that in-vehicle intelligence 
and distributed model updating together make 
autonomous maintenance conceivable, and 
Elmoiz Alatabani et al. (2022) extend this to re-
inforcement learning control. No included study 
demonstrates a closed loop in which a vehicle 
detects degradation, selects an intervention and 
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initiates it without human authorisation. Con-
fidence: low. Conclusion: self-maintenance is a 
stated aspiration in the corpus and not a demon-
strated capability. It is worth noting that the 
constraint here may not be technical: an autono-
mously initiated maintenance action is precisely 
the case in which the business, supply chain and 
regulatory admissibility questions formalised in 
the subsection on formal specification and layer 
interfaces must be resolved automatically, and no 
reviewed work addresses that.

Implementation challenges identified across the 
corpus
Three categories of implementation challenge 
recur across the reviewed literature with suffi-
cient consistency to read as structural barriers to 
IoV PdM deployment and not as study-specific 
findings.

Data integration and management present the 
foremost operational barrier. The heterogeneity 
of data sources within IoV ecosystems, spanning 
OBD-II, CAN-Bus, V2X feeds and external contex-
tual streams, requires data fusion architectures 
capable of real-time processing and format 
normalization across manufacturer standards 
(Agbaje et al., 2022; Arooj et al., 2022; Carvalho et 
al., 2019; Datta et al., 2016; Theissler et al., 2021). 
Data quality degradation at the source propa-
gates into predictive model unreliability at a rate 
that algorithmic sophistication cannot compen-
sate for independently of data governance (Silva 
& Capretz, 2019).

Model complexity and interpretability con-
stitute a second structural tension. As DL archi-
tectures achieve higher predictive accuracy, their 
opacity increases, reducing the ability of mainte-
nance teams to audit, trust and act on model out-
puts (Serradilla et al., 2022; Theissler et al., 2021; 
Ucar et al., 2024). This tension is particularly 
acute in regulated contexts where maintenance 
decisions require traceable audit trails and where 
liability for incorrect predictions must be attrib-
utable. No reviewed study proposes a resolution 
to this tension that scales to heterogeneous fleet 

deployment.
Computational resource constraints impose a 

third practical barrier. The more capable DL mod-
els require GPU or TPU infrastructure that is un-
available within vehicle-embedded systems and 
at resource-constrained edge nodes (Grover et 
al., 2021; Liu et al., 2019). The gap between what 
is achievable in research environments and what 
is deployable in operational IoV infrastructure 
remains a persistent limitation across the corpus 
(Teoh et al., 2023; Wang et al., 2020; Zhang & 
Letaief, 2020).

The proposed compliance-oriented reference archi-
tecture
Each element of the architecture described be-
low answers a specific result reported above, and 
the correspondence is worth stating before the 
specification itself. The coded distribution shows 
that data acquisition and analytical modelling are 
addressed by 33 of the 45 studies while the ad-
missibility of a maintenance action is addressed 
computationally by none, which fixes where the 
architecture must add something and where it 
should adopt what already exists. The assessment 
of the seven published reference architectures 
and standards, carried out independently of the 
coding scheme, returns the same division, which 
is what raises the gap from an artefact of the cat-
egories used here to a property of the field. The 
evidence synthesis supplies the requirements 
for the individual layers: the divergence over 
edge and cloud placement is why the analysis 
layer is specified as infrastructure-agnostic, the 
unanswerability of the second research question 
is why integrity is stated as a precondition rather 
than a guarantee, and the incomparability of the 
reported industrial outcomes is why the com-
pliance cost is defined as a measurable quantity. 
Elements that cannot be traced back in this way 
are identified as assumptions in the limitations of 
the proposed architecture. The Holistic Compli-
ance Framework (HCF) is a four-layer architecture 
designed to address the gap identified across the 
reviewed literature: the absence of a formalized 
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mechanism for aligning predictive maintenance 
actions with the business, regulatory and sup-
ply chain constraints that govern real-world 
maintenance operations. Existing frameworks 
address data acquisition, analytical modeling and 
operational decision-making in relative isolation 
from the organizational context within which 
maintenance decisions must ultimately be exe-
cuted. The HCF treats this integration as a design 
requirement of the architecture itself. The frame-
work, operates as a closed-loop system in which 
data flows upward through four interdependent 
layers while compliance constraints propagate 
downward to govern the solution space available 
at each level. Two properties distinguish the HCF 
from prior work. First, the Compliance Layer gov-
erns the architecture instead of sitting alongside 
it as an add-on, which ensures that technically 
optimal maintenance recommendations remain 
organizationally and legally executable. Sec-
ond, the framework’s foundation is specified to 
support the full V2X communication spectrum, 
comprising V2I, V2V, V2P, V2D and V2N, ensuring 
comprehensive data collection across all relevant 
IoV domains.

Data layer
The Data Layer forms the foundation of the HCF, 
encompassing device and sensor management, 
data source integration, and V2X communica-
tion network configuration across all relevant 
domains. This layer is responsible for collecting, 
aggregating and preprocessing data from OBD-II 
ports, CAN-Bus networks, roadside infrastructure 
sensors and external contextual feeds. Acquisi-
tion protocols are specified to meet IoV environ-
ment requirements, prioritizing low latency, fault 
tolerance and cross-manufacturer interoperabili-
ty (Agbaje et al., 2022; Teoh et al., 2023; Wang et 
al., 2020). The integrity and completeness of data 
processed at this layer directly determines the 
predictive capability of the layers above it.

Analysis layer
The Analysis Layer transforms preprocessed data 

into actionable predictive insights through ML 
and DL models, statistical modeling and real-time 
analytical processing. Tasks executed at this layer 
include fault detection, anomaly identification, 
RUL estimation and driver behavior analysis. 
Algorithm selection within this layer is governed 
by operational context, specifically the trade-offs 
between interpretability, scalability and data 
requirements assessed in Table 1 and Table 2. 
The layer is architecturally agnostic to specific 
model implementations, enabling substitution 
of analytical components as the state of the art 
advances without requiring modification of 
adjacent layers (Serradilla et al., 2022; Theissler 
et al., 2021). Security protocols for the data pro-
cessing pipeline are placed inside this layer as a 
structural component of the processing pipeline, 
not alongside it (Abu Talib et al., 2018; Karim et 
al., 2022).

Action layer
The Action Layer translates analytical outputs into 
operational decisions and resource allocations. It 
encompasses a decision support system (DSS) 
that synthesizes predictive outputs into ranked 
maintenance recommendations, a resource allo-
cation module that optimizes scheduling against 
fleet availability and parts inventory, and cus-
tomer experience (CX) integration that governs 
how maintenance communications are delivered 
to end users and fleet operators. Among the 
four layers, the Action Layer is the one whose 
outputs reach the vehicle and the operator, and 
it is therefore the layer through which vehicle 
uptime, maintenance cost and operational safety 
outcomes are realised (Marengoni & Montenero, 
2023; Scherpen et al., 2018; Shafi et al., 2018). This 
is not in tension with the governing role assigned 
to the Compliance Layer, and the distinction is 
worth stating precisely because the two claims 
are easily read as competing. The Compliance 
Layer determines which actions are admissible; 
the Action Layer selects and executes among the 
admissible actions and is accountable for the op-
erational result. In control terms the Compliance 
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Layer defines the feasible set and the Action Layer 
optimises within it. Neither layer can produce an 
outcome alone: a compliance constraint with no 
action has no effect, and an action outside the 
feasible set is not executable.

Compliance layer
The Compliance Layer constitutes the defining 
contribution of the HCF and addresses the pri-
mary gap identified in the literature. Positioned 
as the governing layer above all operational de-
cisions, it formalizes three integration functions 
that prior frameworks treat as external to the 
maintenance architecture.

Business system integration aligns mainte-
nance actions with enterprise resource planning 
(ERP) systems, budget constraints and orga-
nizational approval workflows, ensuring that 
maintenance decisions are executable within the 
institutional context in which the fleet operates. 
Supply chain coordination manages the dynamic 
alignment of maintenance scheduling with parts 
availability, supplier lead times and logistics 
constraints, a dependency that the reviewed 
literature identifies as a critical implementation 
barrier but does not address architecturally 
(Killeen et al., 2019; Theissler et al., 2021). Regu-
latory compliance enforces adherence to vehicle 
safety standards, emissions regulations, cyberse-
curity obligations and data protection law across 
the jurisdictions in which a fleet operates, so 
that legal requirements enter the architecture 
as constraints instead of arriving afterwards as 
audit criteria. Three obligation families are distin-
guished because they constrain the architecture 
in different ways.

Type-approval and safety obligations. UNECE 
R155 and R156 (UNECE, 2021a; UNECE, 2021b) 
require a certified cybersecurity management 
system and software update management sys-
tem as a condition of type approval, and ISO/
SAE 21434 (ISO & SAE International, 2021) and 
ISO 26262 (ISO, 2018) define the corresponding 
engineering processes. Within the HCF these 
obligations bind the regulatory predicate gr: a 

maintenance action that would install unvalidat-
ed software, or that would disable a safety-rele-
vant function outside an approved procedure, is 
excluded from the admissible set irrespective of 
its predicted utility. The audit record produced 
for each excluded action supplies part of the 
evidence base such a management system must 
maintain.

Data protection obligations. IoV PdM depends 
on exactly the data categories that data protec-
tion law regulates most tightly. Driver identifi-
cation models (Abdennour et al., 2021; Khan et 
al., 2022; Li et al., 2019; Martinelli et al., 2020; 
Peppes et al., 2021; Ullah & Kim, 2020) process 
behavioural data that is personal data under the 
GDPR (European Parliament & Council of the 
European Union, 2016) and comparable regimes 
(State of California, 2018), and V2X feeds carry 
location data. Purpose limitation and data min-
imisation therefore constrain the Data Layer, not 
only the Compliance Layer: a signal collected for 
maintenance prognosis cannot be repurposed for 
driver scoring without a separate lawful basis. 
The architecture supports this through three 
mechanisms: purpose tags attached to signals at 
acquisition and checked at inference; retention 
limits enforced at the Data Layer; and a prefer-
ence for federated or on-vehicle training of be-
havioural models (Bala & Chhabra, 2023; Singh, 
2021) so that raw behavioural traces need not 
leave the vehicle. Data-subject rights, including 
erasure, propagate downward as a constraint on 
what training data a deployed model may retain, 
which is an operational problem the reviewed 
literature does not address at all.

Security of the maintenance decision chain
The Compliance Layer depends on the integrity 
of the inputs it receives. If CAN-Bus traffic can be 
forged (Bari et al., 2023; Fenzl et al., 2021; Luo et 
al., 2023) or V2X messages spoofed (Abu Talib et 
al., 2018; Karim et al., 2022), then a compliance 
decision computed over corrupted state is com-
pliant only in form. The architecture therefore 
requires authenticated and integrity-protected 
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transport between the Data and Analysis layers 
and signed model artefacts in the Analysis Layer 
model registry, as specified in Table 7. It should 
be stated plainly that this positions the HCF to 
consume security guarantees rather than to 
provide them: the framework specifies where 
integrity must hold, and defers to ISO/SAE 21434 
processes and to the intrusion detection litera-
ture for how it is achieved. The consequences of 
a breach for maintenance decision-making, and 
the behaviour of the architecture under partially 
compromised input, are not resolved here and 
are stated as a limitation in the subsection on 
limitations of the proposed architecture.

The Compliance Layer does not merely audit 
decisions made by the layers below it. It actively 
constrains the solution space available to the 
Action Layer, so that a technically optimal main-
tenance recommendation is surfaced only when 
it is also organizationally sanctioned and legally 
permissible.

Formal specification and layer interfaces
The preceding descriptions are functional. To 

make the architecture implementable, the gov-
erning relationship is stated formally here and 
the layer interfaces are specified in (Tab. 7).

Let S denote the observed state of a vehicle or 
fleet at time t, produced by the Data Layer. Let P = 
f(S) denote the prognostic output of the Analysis 
Layer, where f is any predictive model admitted 

by the layer. Let A denote the set of candidate 
maintenance actions that the Action Layer can 
derive from P, each element a ∈ A carrying an ex-
pected utility u(a) expressed in terms of avoided 
downtime, cost and risk.

The Compliance Layer is defined as a con-
straint function

> C: A → A′, where A′ ⊆ A and a ∈ A′ if and only 
if gb(a) ∧ gs(a) ∧ gr(a)

in which gb is the business admissibility pred-
icate (budget authority, approval workflow state, 
ERP record consistency), gs the supply chain 
predicate (part availability within the required 
window given supplier lead time), and gr the 
regulatory predicate (safety, emissions, cyberse-
curity and data protection obligations applicable 
in the operating jurisdiction).

The Action Layer then selects a* = arg max-
a∈A′ u(a). Two consequences follow, and both 
are testable, which matters for the validation 
programme set out in the subsection on lim-
itations of the proposed architecture. First, if A′ 
= ∅ the architecture must escalate rather than 
degrade silently to the unconstrained optimum; 
escalation to a human authority is a required 
behaviour of a conforming implementation, not 
an error state. Second, the difference between 
maxa∈A u(a) and u(a*) is directly measurable and 
constitutes the compliance cost of a maintenance 
policy, a quantity that no reviewed framework 
makes observable.

Table 7: HCF layer interface specification. Each layer is defined by its inputs, outputs, the interfaces it exposes and the stan-

dards with which a conforming implementation must align.

Layer Input Output Exposed interface Alignment with existing standards

Data

OBD-II frames, 

CAN-Bus signals, 

V2X messages, 

roadside and con-

textual feeds

Time-aligned, 

normalised, qual-

ity-flagged state 

vector S

Acquisition and normalisa-

tion API; per-signal quality 

and provenance metadata

ISO 13374-1 data acquisition and 

manipulation blocks (ISO, 2003; 

ISO, 2007); ISO 14224 equipment 

taxonomy and failure-mode 

vocabulary (ISO, 2016)

Analysis State vector S

Prognostic output P: 

fault class, anomaly 

score, RUL estimate 

with uncertainty, 

behavioural profile

Model registry with ver-

sioning; inference endpoint; 

explanation endpoint; 

integrity and authentication 

controls on the pipeline

ISO 13374-1 state detection, 

health and prognostic assessment 

blocks (ISO, 2003); ISO/SAE 21434 

pipeline security engineering (ISO 

& SAE International, 2021)
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Action

Prognostic output 

P, fleet availability, 

inventory state

Candidate action set 

A with utilities u(a); 

selected action a*; op-

erator and customer 

communications

Ranked recommenda-

tion interface; scheduling 

interface; CX notification 

interface

ISO 13374-1 advisory generation 

block (ISO, 2003); OSA-CBM ad-

visory interface (MIMOSA, 2014); 

SAE JA1011 decision justification 

criteria (SAE International, 2009)

Compli-

ance

Candidate action 

set A; ERP and 

approval state; 

supplier lead 

times; jurisdic-

tional rule set

Admissible subset A′; 
rejection reason per 

excluded action; audit 

record

Constraint evaluation 

service exposing gb, gs, gr; 

immutable audit log; escala-

tion channel

UNECE R155 and R156 manage-

ment-system evidence (UNECE, 

2021a; UNECE, 2021b); ISO 26262 

safety case traceability (ISO, 

2018); GDPR Articles 5, 25 and 30 

(European Parliament & Council 

of the European Union, 2016)

The rejection reason attached to each excluded 
action is not an implementation detail. It is what 
converts the Compliance Layer from a filter into 
an auditable component, and it is the mechanism 
by which the framework satisfies the traceability 
requirement that the subsection on implemen-
tation challenges identifies as unresolved in the 
current literature.

Algorithm selection rationale mapped to architec-
tural layers
The distribution of algorithm types across re-
search categories, reported in the subsection 
on quantitative findings, directly informed the 
architectural design decisions of the HCF. This 
mapping, from review finding to framework 
design, constitutes the argumentative bridge 
between the review and the proposed frame-
work and is visualized in Fig. 5. At the Data Layer, 
driver identification studies (n = 9) consistently 
employ CNN and LSTM architectures to process 
CAN-Bus behavioral signals (Abdennour et al., 
2021; Khan et al., 2022; Peppes et al., 2021; Ullah 
& Kim, 2020). This establishes that the Data Layer 
must support not only raw sensor acquisition but 
structured behavioral feature extraction, a re-
quirement reflected in the HCF Data Layer spec-
ification. At the Analysis Layer, the dominance 
of DL approaches among IoV PdM studies and 
the persistence of classical ML in resource-con-
strained contexts such as vehicle health monitor-

ing jointly establish that the Analysis Layer must 
be algorithm-agnostic, capable of hosting both 
paradigms without privileging either. At the Ac-
tion Layer, anomaly detection and vehicle health 
monitoring studies consistently target decision 
support and scheduling outputs (Bari et al., 2023; 
Javed et al., 2021; Shafi et al., 2018; Vasavi et al., 
2021), confirming that the Action Layer must 
carry decision support as a defined architectural 
component, not as an optional module. At the 
Compliance Layer, the near-absence of research 
(n = 2, both non-algorithmic) is itself the most 
consequential finding of the review, indicating 
that the compliance, business integration and 
regulatory dimensions of IoV PdM are structural-
ly unaddressed in the current literature.

Synthesis of review findings against architecture 
design
Five converging patterns across the 45 reviewed 
studies shaped the framework. No reviewed 
framework formalizes the integration of PdM 
outputs with organizational approval workflows, 
supply chain constraints or regulatory obliga-
tions, the three functions addressed by the HCF 
Compliance Layer. The reviewed literature treats 
cybersecurity as a parallel concern and not as 
an architectural requirement; the HCF positions 
security protocols within the Analysis Layer as 
a structural component of the data processing 
pipeline (Abu Talib et al., 2018; Bala & Chhabra, 
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2023; Karim et al., 2022; Singh, 2021). Edge and 
fog computing are consistently identified as pre-
requisites for operational IoV PdM (Grover et al., 
2021; Liu et al., 2019; Teoh et al., 2023; Wang et al., 
2020), but no reviewed framework specifies how 
edge–cloud task distribution should be governed, 
a gap the HCF Analysis Layer addresses through 
its infrastructure-agnostic design. Driver behav-
ior data is treated as supplementary in most re-
viewed studies (Adnan et al., 2018; Li et al., 2019; 
Nirmali et al., 2017) despite demonstrated pre-
dictive value; the HCF treats behavioral data as a 
primary input at the Data Layer. Finally, customer 
experience outcomes are addressed in only two 
studies (Marengoni & Montenero, 2023; Scher-
pen et al., 2018) and only descriptively; the HCF 
Action Layer integrates CX as an output metric 
alongside technical maintenance performance.

Comparison with existing reference architectures
The frameworks and standards reviewed in the 
subsection on existing reference architectures 
and standards are assessed in Table 8 against the 
four HCF layers and the three compliance func-
tions. The comparison is deliberately unflattering 
to the novelty claim in one respect. The HCF is not 
the first architecture to structure the path from 
sensor data to maintenance advisory; ISO 13374 
and OSA-CBM did that two decades ago, and did 
it in more implementable detail than this paper 
provides. The claim made here is narrower. No 
existing architecture makes the admissibility 
of a maintenance action an explicit, evaluable 
function of business, supply chain and regulatory 
state, and none exposes the rejection reason as 
an auditable artefact.

Table 8: Comparison of the HCF with existing maintenance reference architectures and standards. ● indicates that the func-

tion is specified architecturally; ◐ that it is partially addressed or treated as an external dependency; ○ that it is out of scope 

for that instrument.

Framework / standard

D
ata acqui-

sition

A
nalysis, 

prognostics

A
ction, 

advisory

Business 

integration

Supply 

chain

Regulatory 

constraint

Primary scope

ISO 13374 and OSA-CBM (ISO, 2003; 

ISO, 2007; MIMOSA, 2014)
● ● ● ○ ○ ○

Condition monitoring data 

processing and interfaces, 

generic to asset class

ISO 14224 (ISO, 2016) ● ◐ ○ ○ ○ ○
Reliability and maintenance 

data taxonomy and exchange

SAE JA1011 on reliability-centred main-

tenance (SAE International, 2009)
○ ◐ ● ◐ ○ ◐

Criteria for justifying mainte-

nance policy decisions

IIRA and RAMI 4.0 (DIN, 2016; Industrial 

Internet Consortium, 2019)
● ● ◐ ● ◐ ○

Industrial system architecture, 

not maintenance-specific

UNECE R155 and R156, and ISO/SAE 

21434 (ISO & SAE International, 2021; 

UNECE, 2021a; UNECE, 2021b)

○ ○ ○ ◐ ○ ●
Regulatory obligation and 

process, not architecture

IoT-based PdM architectures in the 

corpus (Killeen et al., 2019; Solanki & 

Dhall, 2017; Teoh et al., 2023; Zhang & 

Letaief, 2020)

● ● ◐ ○ ○ ○ Deployment-specific pipelines

The architecture proposed in this paper ● ● ● ● ● ●
Admissibility of IoV mainte-

nance decisions
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Three observations follow. The upper rows show 
that the Data, Analysis and Action functions are 
already well covered, and the HCF should be un-
derstood as adopting that coverage instead of 
replacing it, which is why Table 7 maps each lay-
er onto the corresponding ISO 13374 processing 
block. The two columns covering business in-
tegration and supply chain are empty for every 
prior instrument. The regulatory instruments 
specify obligations but not the mechanism by 
which a system satisfies them at the level of 
an individual decision. The HCF occupies that 
space, and its contribution should be assessed 
against that narrow claim. One caveat applies 
to the whole table. The HCF row records design 
intent, while every other row records a specifi-
cation that has been implemented and, in most 
cases, certified against. A conceptual architec-
ture cannot be compared on equal terms with 
a deployed standard, and Table 8 should not be 
read as evidence of superiority. It identifies an 
unoccupied position; whether the HCF occupies 
it usefully is what the validation programme in 
the subsection on limitations of the proposed 
architecture exists to determine. (Tab. 7 and 8). 

RESULTS AND CONCLUSION  
This paper sets out a reference architecture for 
predictive maintenance in connected vehicle 
fleets, built to carry the business, regulatory and 
supply chain constraints that govern real-world 
maintenance operations. The need for it rests 
on a finding about the present state of the field: 
neither the published research nor the refer-
ence architectures and standards that currently 
govern maintenance system design provides a 
formalized mechanism for aligning maintenance 
actions with those constraints. That finding was 
established first, on evidence independent of 
the architecture, and the architecture answers it. 
Through a systematic-narrative hybrid review of 
45 studies selected from an initial corpus of 227 
records, the study characterizes the current state 
of IoV PdM research and identifies persistent 
gaps. The Holistic Compliance Framework re-

sponds to the most consequential of those gaps. 
It is specified at the conceptual level and has not 
yet been validated independently. The review 
findings establish that the IoV PdM literature is 
technically mature at the algorithmic level: deep 
learning accounts for 42% of the coded studies, 
with demonstrated capability in fault detection, 
anomaly identification and RUL estimation across 
connected vehicle contexts. The compliance-fac-
ing dimensions, namely business system integra-
tion, supply chain coordination and regulatory 
alignment, are addressed by 4% of the reviewed 
studies and by none of the seven reference ar-
chitectures and standards compared in Table 8. 
The HCF places these dimensions in a governing 
layer of the architecture itself. The framework’s 
four-layer architecture provides a structured 
foundation for IoV PdM deployment that is ag-
nostic to specific algorithm choices and vehicle 
types. The V2X-enabled Data Layer supports 
comprehensive data collection across all relevant 
communication domains. The algorithm-agnos-
tic Analysis Layer accommodates both ML and 
DL paradigms as the state of the art evolves. The 
Action Layer integrates decision support and cus-
tomer experience functions that existing frame-
works treat as peripheral. The Compliance Layer, 
the framework’s core contribution, carries orga-
nizational and regulatory constraints as binding 
architectural requirements, and the subsection 
on formal specification and layer interfaces 
states its governing relationship to the Action 
Layer formally so that it can be implemented and 
tested. Seven research directions are identified, 
spanning advanced AI integration, cyberse-
curity architecture, edge–cloud optimization, 
behavioral PdM, standardization, federated fleet 
collaboration and model interpretability. Each is 
grounded in a specific gap identified through the 
review and maps to a defined HCF component. 
For automotive manufacturers, fleet operators 
and technology providers, the framework offers 
an architectural reference for the point at which 
algorithmic maintenance research meets oper-
ational and regulatory constraint. That value is 
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at present prospective. It rests on the argument 
developed in the Materials and Methods and the 
Results and Discussion sections and on the gap 
documented in Table 8, and it remains prospec-
tive until the validation described in the subsec-
tion on limitations of the proposed architecture 
has been carried out.
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